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PEER ON PEER ABUSE

The last two years have changed the culture and
the way children interact, with a huge increase of
screen time to stay connected, whether that be for
education or social reasons. Now, more than ever,
we as parents and teachers need to know what
children are doing online and continue to have
open conversations and discussions around staying
safe online.

KEY FACT: 70% of 12-15-year olds now have a

social media profile, with Snapchat being the most
prominent platform in this age group (Ofcom)

Children regularly use different websites and apps
from their parents, and it can be hard to keep up in
this ever-changing digital world. But the things
that help keep children safe online are often
similar to the things that keep them safe offline. A
number of children are sharing images and videos
of themselves online on social media platforms
such TikTok, Snapchat and Whatsapp. Nationally
we are aware that there is an increase in peer on
peer abuse, where a child may ask another child
for an indecent image or harass them online using
inappropriate comments. We must work together
to send a consistent message about online risk.
You can get up-to-date information from the
National Online Safety app (link below) where you
also access a free online course for parents and
carers.

National Online Safety Mobile App

TALKING TO YO
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Talk about what they think is normal online
and what behaviour to expect from others and
themselves.

Encourage them to think critically and question
what they see online. Talk to them about
where they go to get information they trust,
talk about fake news, fake followers and
scams. Help them develop a healthy suspicion
of whether people are who they say they are.
Check the social media platforms they are
using and the appropriate age restrictions
Share your knowledge and experience of
relationships. For example, sometimes people
seem nice at first and then they turn out to be
not to be who you think they are. Let them
know that you know this, they can talk to you
about it.

Key Questions

Do you allow your daughter to have online
devices in her bedroom?

Do you know what your daughter is doing
whilst using online devices?

Do you know what apps she uses regularly and
with who she is in contact with?



https://info.nationalonlinesafety.com/mobile-app

At National Online Safety, we belleve in empowering porents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel itis needed. This guide focuses on one app of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

Hoop is a social networking app that syncs with Snapchat to help users build their community of friends. It works along similar principles to Tinder:
swiping left or right will reject or accept potential contacts, making new connections in the process. When two users accept each other, they can then
communicate via Snapchat. There is no chat function on Hoop itself: video and audio calls, messaging and image sharing all take place through
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If your child sees or is sent something that makes them feel uncomfortable, Hoop has a
reporting and blocking function. When reporting a user, you are asked to provide a
reason why you are reporting them (for example, nudity or sexual content, hate speech,
or using a fake age or gender). You then get a notification that the other user has been
reported or blocked.

If your child’s device is linked to a bank card, a PayPal account or another
form of payment, ensure that you have either removed this connection or
adjusted the security settings so that you get notifications of any attempts
to make in-app purchases. Make sure that you have set a password which
has to be entered for a purchase to go ahead.

Talk to your child about what they share online and who they share it with. Make
them aware that once something is online, then anyone can see it. Talk to them
about what might not be safe to post online (for example, things which could give
away their home address or that of their school, explicit photos or their current
location). Make sure that they don't share something they will regret later.

Meet Qur Expert

Dr Claire Sutheriand is an online safety consuttant, educator and researcher who has developed
and implemented anti-bullying and cyber safety policies for schools. She has written various
academic papers and carried out research for the Australian government comparing intemet
use and sexting behaviour of young people in the UK, USA and Australi

@ www.nationalonlinesafety.com
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Be Wary of Strang gers

Talk to your child about the dangers of connecting with strangers online. Encourage
them not to engage in pnvma msssuglng with people they don't know - particularly
on Snapchat, as autor g ges makes them difficult for
trusted adults to monitor. Ask them to think about why they are adding all these
connections and whether they genuinely need hundreds of ‘friends’ on Snapchat.

Adjust Privacy Si etlings

Check the privacy settings in place on your child’s Snapchat account so
that only friends or a custom group can see their stories, Snap Map and
any images that they post. You may wish to seriously consider going into
the settings and enabling ‘ghost mode’ to turn off the location services, so
your child’s wt its won't be publicly visible to other users.
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With the amount of time that young people spend communicating with others
online, it's vital to ensure that these connections are positive and healthy ones.
Regularly check which apps your child is using: if there are any new ones, talk to
your child about what these apps are and how they work. If you are unsure
about a new app, you could download it to try yourself and see If it is suitable.
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 28.07.2021




